Security Protection Advisory.

Access is restricted to authorized users only. Individuals requesting access to this web site are
required to register with the Military Severely Injured Center. Registered users will be issued a
personal identification number. This username along with a personal password are recorded with
each DOD Sponsor query. The application is encrypted across the Internet using 128-bit SSL, so
both your login and the data returned to you are protected.

The information on this site is protected by the Privacy Act of 1974. Information can only be used
for an official purpose. Penalties for knowingly misusing this data may include a $ 5,000.00 fine per
record. This site records every data access and its requester.

Privacy Act of 1974; System of Records [Excerpts in pertinent part] ---
Authority:

e 10 U.S.C. 3013, Secretary of the Army; 10 U.S.C. 5013, Secretary of the Navy; 10 U.S.C.
8013, Secretary of the Air Force; 10 U.S.C. 5043, Commandant of the Marine Corps

DoD Instruction 1300.18, Personnel Casualty Matters, Policies, and Procedures;

DoD Directive 1300.22, Mortuary Affairs Policy

DoD Directive 1300.15, Military Funeral Support

Office of the Assistant Secretary of Defense Memorandum, subject: Defense Casualty
Information Processing System, dated Oct 22, 1999; and E.O. 9397 (SSN).

For a complete list of individual Service implementing regulations, contact the system manager.
Purpose:

To provide DoD with a single joint military casualty information processing system; to provide
support for the management of casualty and mortuary affairs by the Services Casualty and
Mortuary Affairs Offices; to respond to inquiries; to provide statistical data comprising type,
number, place and cause of incident to DoD Services' members; and to support the families of
service members.

Routine uses of records maintained in the system, including categories of users and the
purposes of such uses:

In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act,
these records or information contained therein may specifically be disclosed outside the DoD as a
routine use pursuant to 5 U.S.C. 552a(b)(3) as follows:

¢ Information from these records may be disclosed to the Department of Veterans Affairs, and
other Federal agencies in connection with eligibility, notification and assistance in obtaining
benefits due.

e Information from these records may be released to family members of injury or killed DoD
personnel to aid in the settlement of the member's estate or other affairs.

L]

Categories of individuals covered by the system:

Department of Defense military personnel (active component and reserve component) and their
family members; DoD civilian personnel, retired service members, non-DoD civilians, and other
individuals that are reported as casualties.



[...]

Safeguards:

All information is restricted to a secure area in buildings that employ security guards. Computer
printouts and magnetic tapes and files are protected by password known only to properly screened
personnel

possessing special authorization for access.

Retention and disposal:
Records are permanent.

System managers and addresses:

e Office of the Under Secretary of Defense, Personnel and Readiness, Military Severely Injured
Joint Support Operations Center, 2107 Wilson Blvd., Arlington, VA 22201-3058 [Renamed
as Military Severely Injured Center).

e Commander, U.S. Army Human Resources Command, 200 Stovall Street, Alexandria, VA
22332-0481.

e Commander, Headquarters Air Force Personnel Center, 550 C Street W, Randolph Air Force
Base, TX 78150-4703.

e Commander, Navy Personnel Command, 5720 Integrity Drive, Millington, TN 38055-3130.

e Commandant of the Marine Corps Headquarters, U.S. Marine Corps, 3280 Russell Road,
Quantico, VA 22134-5101.

L]

Complete System Notice is available following login.



